Reliability of Computing Systems and Components Facing Cosmic Ray
Radiation Effects

Abstract:

In the era of autonomous things, artificial intelligence (AI) computing solutions are being developed
also for the edge of applications (close to sensors) in order to minimize data transfer to/from the cloud
and reduce related risks in case of unavailable connections. On the other hand, edge computing is
normally resource-constrained in terms of latency, power, and memory, demanding the development
of tiny and also reliable machine learning (ML) systems that naturally face cosmic ray radiations
effects even at ground levels.

This talk will present experimental results of three prominent ML algorithms for tiny ML
computing systems in tolerating neutron-induced soft errors. Radiation test-based results suggest that
the case-study ML algorithms retain a certain intrinsic level of effectiveness in tolerating neutron
effects even thought without any mitigation technique. Notably, random forest algorithm has
performed no misclassification during different radiation testing campaigns carried out with 14-MeV
and thermal neutron beams.

Furthermore, this talk will also discuss neutron radiation effects on the attitude estimation (AE)
processing typically embedded in inertial navigation systems (INS) and modern autonomous things.
Findings highlight the importance of radiation-induced critical failures that are able to upset INS
embedding AE processing modules. Radiation tests have been conducted running three strategies for
computing different advanced AE algorithms on a case-study processing module exposed to 14-MeV
neutron and thermal neutron radiation. Results and analysis suggest that the contribution of radiation-
induced soft errors to be mitigated on the AE processing modules is essentially related to single event
functional interrupts that can lead the inertial navigation to critical failures.

Finally, the talk will present experimental results of radiation effects in an UGA/TIMA's computing
system embedded in an AFRL/NASA/GSFC satellite in orbit since June 2019.
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